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I think the Internet is uniquely suited to this free market idea: 

that everyone on the Internet that exchanges the traffi c back 

and forth, big or small, we all need each other.

—PETE ASHDOWN (1967– ), FOUNDER AND CEO OF UTAH’S FIRST 

INDEPENDENT AND OLDEST INTERNET SERVICE PROVIDER, XMISSION
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Sarah Stephens and Shannan Fort, Aon Risk Services

Cyber Liability and Higher Education: 
Professional Risk Solutions 

Abstract: Institutions of higher education face many diff erent 
threats and exposures related to the internet and the security 
and privacy of electronically stored information. While pro-
tecting these information resources is essential, colleges and 
universities also face the paradox of doing so while operating 
within a culture that values complete open communication 
and exchange of ideas. Th is article provides 
a thorough description of the risk profi le 
and various exposures that colleges and 
universities may face, the liability and regu-
latory environment, descriptions of specifi c 
education-related incidents, what strategies 
institutions can implement, and how to 
ensure they have proper insurance cover-
age to protect the institution in the event of 
such an information breach.

Introduction
Th e term, “cyber risk,” may conjure vi-
sions of hackers, fi le sharing mishaps, 
online copyright infringement, and the 
murky risks arising from social network-
ing. While these exposures are all valid 
concerns that fall within the scope of 
cyber risk, it is critical that educational 
institutions take a systematic, rather 
than piecemeal, approach to identifying, quantifying, and 
ultimately treating for such risks. While a comprehensive 
risk identifi cation and transfer process would include a 
full examination of four quadrants of risk—Professional 
Services, Media and Intellectual Property, Privacy and 
Technology, and Vendor Management—we have chosen 
to focus primarily on Privacy and Technology exposures. 
Drawing on Aon’s experience in crafting customized 
insurance solutions for a variety of industries, as well as 
feedback from 10 leading insurance carriers, this article 
explores the unique privacy and technology risk profi le 
of higher education entities, the relevant privacy-related 
regulatory developments, and the evolution and current 
state of the risk transfer marketplace. 

Cyber Risk Profi le and Exposure Channels
Due to the nature and complexity of operations and the 
academic culture of open access, educational institutions 
and, in particular, large research-oriented universities face 
unique exposures related to the internet and information 
security and privacy. An overriding challenge that educa-

tional institutions face when dealing with 
privacy and security risks continues to be 
the fundamental confl ict between a cul-
ture that values an unfettered exchange 
of ideas and requires the security and 
privacy of sensitive or private informa-
tion.1 

All educational institutions have a 
variety of exposure channels that consti-
tute their overall risk profi le. Below is a 
discussion of the most salient issues. 

Scope of Network Operations
In order to facilitate the open access de-
scribed above, higher education institu-
tions confi gure network systems to allow 
for multiple points of access. Outsourced 
information technology (IT) entities and 
other service providers may also have 
direct access to the education organiza-

tion’s network, thus increasing exposures. Additionally, 
some larger universities may have multiple departments 
not managed by central IT that have little connectivity 
to the master network, operate proprietary systems, and 
abide by loosely defi ned privacy and security practices, 
which increase the risk to the parent organization.

Internet Usage2

Nowhere is the paradox of openness and expectation 
of privacy more evident than in social networking sites, 
which are used extensively by students.3 Sites like Fa-
cebook and MySpace allow students to share personal 
information in a more publicly accessible way than ever 
before. Many universities have incorporated the use of 
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social networking websites into their student code of 
conduct, with some even monitoring students’ postings.4 
Institutions walk a fi ne line when they begin monitoring 
online behavior, since doing so may create a duty of care to 
protect students from dangerous or criminal behavior. Re-
cent controversy surrounding JuicyCampus.com, a website 
that allowed anonymous gossip specifi c to a particular 
college campus, led to a consumer fraud investigation by 
the New Jersey attorney general after a student claimed 
that she was terrorized by explicit postings that included 
her address. JuicyCampus shut down in February 2009, 
claiming that it was hurt by the recession and falling ad 
revenue, though many assume that the threat of continued 
litigation had a signifi cant infl uence as 
well.5 In a step that some believe may 
begin to infringe on fi rst amendment 
rights, the New Jersey Attorney General 
issued a letter to all New Jersey universi-
ties asking them to “incorporate…cyber-
harassment…into your school’s code of 
conduct, with consequences for those 
who engage in these activities.”6

Outsourcing
Educational institutions are increasingly 
embracing outsourcing in some manner. 
Th e nature of operations outsourced may 
range in scale from fi nancial aid disburse-
ment systems to student e-mail systems, 
which a growing number of universities—43 percent, 
according to one study7—have outsourced or plan to 
outsource, to the management of student identifi cation 
cards used to make purchases and gain access to buildings 
and resources. Th e cost savings of outsourcing can be very 
attractive, but these arrangements may harm the organi-
zation’s risk profi le because of the increased number of 
entry points and the possible inconsistencies in network 
operations. Th e outsourced service provider’s information 
security protocols and marketplace reputation should be 
given the highest level of attention.  

IT Implementation
Much like outsourcing, higher education institutions 
can experience tremendous cost savings with eff ective 
modernization of operations and implementation of the 

latest technologies. Th e downside, however, can be system 
integration problems, employee training hurdles, and un-
known bugs or system glitches that can facilitate a breach 
of confi dential information. Educational institutions must 
often create and maintain secure networks with limited 
resources, leading to the widespread use of free or open 
source security software that may be less eff ective than a 
customized solution.

Healthcare and Additional Miscellaneous Risks
Nearly all universities have custody of student health 
information in the context of on-campus health clin-
ics, which means they must ensure compliance with the 

Health Information Portability and Ac-
cessibility Act’s (HIPAA) privacy and se-
curity rules. Universities with associated 
hospitals, those that host clinical trials, 
and even those that conduct any human 
subject research may have additional 
exposure and resultant liability.    

Liability and the Regulatory 
Environment
Th e protection and disclosure of con-
fi dential consumer information—both 
personally identifi able information 
(PII) and protected health informa-
tion (PHI)—is currently governed by a 
patchwork of state and federal laws that 

target diff erent exposures and diff erent entities. Some 
of these statutes include the Family Educational Rights 
Privacy Act (FERPA), HIPAA, Gramm Leach Bliley 
Act (GLBA), Fair Credit Reporting Act, Sarbanes-Oxley 
(SOX), Federal Privacy Act, and others. Th e regulations 
most applicable to the education industry include:

Family Educational Rights Privacy Act (FERPA)
Th e Family Educational Rights Privacy Act (FERPA) 
mandates protection of the privacy of education 
records and aff ords students the right to view and cor-
rect the information contained therein. FERPA also 
allows certain information that would not be harmful 
if made public, known as “directory information,” to 
be disclosed without consent. Directory information 
can include name, address, telephone number, date 
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of birth, honors and awards, dates of attendance, and 
student identifi cation numbers. In December 2008, 
the Department of Education published FERPA rule 
changes specifying that directory information can 
only include student identifi cation numbers if those 
numbers “cannot be used to gain access to education 
records except when used with one or more other 
factors to authenticate the user’s identity,” which does 
not necessarily prohibit Social Security numbers from 
being included as directory information.8 Th e rule 
encourages universities to stop using 
Social Security numbers as stu-
dent identifi ers but recognizes that 
FERPA does not have the statutory 
authority to issue such an edict. As 
recently as 2004, half of all universi-
ties used Social Security numbers 
as student ID numbers, though the 
trend, which is helped by state bans, 
is to discontinue the practice.9  

Fair and Accurate Credit 
Transactions Act (FACTA)
Th e Fair and Accurate Credit 
Transactions Act (FACTA), which 
intended to help protect consumers 
from identity theft, added sections 
to the Fair Credit Reporting Act 
(FCRA). It also contains a “red fl ag” 
provision that requires any entity 
with a covered account to adopt a 
written plan to detect red fl ag events 
related to consumer accounts that could indicate 
identity theft.10 Th e Department of Education issued 
guidance confi rming that educational institutions 
participating in the Federal Perkins Loan program are 
subject to the red fl ag rules, and any other institution 
that can be considered a creditor should look into be-
coming compliant by the August 1, 2009, deadline.11 

Health Information Portability and Accessibility Act 
(HIPAA)
Passed in 1996, HIPAA was one of the fi rst statutes 
that specifi cally concerned any form of confi dential 
or personal information. Th e HIPAA framework 

contains both a Security Rule (passed in 2003) that 
loosely dictates protocols for the protection of elec-
tronic Protected Health Information (PHI)12 and a 
Privacy Rule (passed in 2002) that outlines and limits 
the way PHI in any form can be disclosed, as well as 
provisions for fi nes or penalties in the event of non-
compliance with either rule.

In July of 2008, the Department of Health and 
Human Services (HHS) levied the fi rst HIPAA fi ne, 
or rather “resolution amount,” against Providence 

Health and Services for $100,000.13 

Th e Providence fi ne was the result of a 
lengthy investigation into a 2005 breach 
involving the theft of backup tapes from 
an employee’s car. HHS, in conjunction 
with the Federal Trade Commission 
(FTC), levied its second fi ne in February 
2009—in the signifi cantly larger amount 
of $2,250,000—against CVS/Caremark 
after an investigation into improper dis-
posal of patient information. Educational 
and research institutions that run health 
clinics or hospitals and those whose 
research involves collecting any PHI of 
human subjects should pay special atten-
tion to HIPAA compliance. 

Notifi cation Framework
FERPA and FACTA do not currently
contain any specifi c provisions mandat-
ing consumer notifi cation in the event 
of a data breach, but educational insti-

tutions are subject to the framework of the 44 state 
breach notifi cation statutes. While some states allow 
exceptions for breaches involving encrypted data, 
most require swift public disclosure of any potential 
breach of personally identifi able information. To 
the extent an educational institution is subject to 
HIPAA, it should be aware that provisions in the 
American Recovery and Reinvestment Act (ARRA) 
now extend a duty to notify individuals of any wrong-
ful disclosure of “unsecured PHI.”

Minnesota Plastic Card Security Act
Th e state of Minnesota recently amended its data 
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breach notifi cation law to hold entities responsible 
for the costs of re-issuing credit cards in the event of 
a data breach. Th e Minnesota Plastic Card Security 
Act (S.F. No. 1574),14 which was passed in the wake 
of the TJX security breach,15 can certainly pertain to 
educational institutions as it applies to any entity ac-
cepting credit cards, debit cards, or other stored value 
cards. Th e statute requires companies to reimburse 
card issuing fi nancial institutions for the “costs of 
reasonable actions” to both protect their cardholders’ 
information and to provide post-breach services to 
their cardholders. More specifi cally, reimbursement 
covers costs related to providing cardholders with 
notifi cation of the breach, cancellation and reissu-
ance of cards, closing or reopening of accounts, stop 
payments, and cardholder refunds for unauthorized 
transactions charged to their accounts. A fi nancial 
institution may also bring an action to recover the 
costs of damages it pays to cardholders resulting from 
a breach.16 Currently, Minnesota is the only state with 
such a law, but other states have tried to pass similar 
statutes, so far without success. 

Regulatory Actions
In the aftermath of some data breach incidents, it is not 
uncommon for the FTC, Federal Communications Com-
mission (FCC), or State Attorneys General to launch 
investigations and levy penalties. 

In 2006, ChoicePoint, a consumer data provider, 
paid a $15 million fi ne to the FTC after thieves hacked 
the company’s database.17 In 2008, Hannaford Bros., an 
East Coast grocery store chain, suff ered a data breach 
that exposed over four million credit card numbers and 
resulted in 1,800 cases of fraud. Four class action suits 
were quickly fi led against the company, and lawyers sub-
sequently fi led 12 additional complaints. Not only has the 
incident led to Hannaford defending litigation across the 
East Coast, but the Secret Service has also launched an 
investigation into the breach.18 

Civil Litigation
Although there is no statutorily recognized foundation for 
launching lawsuits over data breaches, lawsuits charging 
negligence must show that accepted standards of per-
formance were not met.19 Historically, the plaintiff  must 

show that he or she suff ered some sort of direct harm as a 
result of the negligence. 

A 2006 case involving a stolen laptop containing 
550,000 individuals’ full credit information sheds some 
light on what “reasonable” protections an entity must pro-
vide in order to avoid damages. Stacy Guin had a student 
loan with Brazos Higher Education Service Corporation. 
Brazos employed a fi nancial analyst to review its loan 
portfolio and decide which loans to buy and sell. Th e 
fi nancial analyst worked from his house in Maryland and 
had fi les related to as many as 550,000 of these loans on 
his laptop at home. Th e analyst’s house was burglarized, 
and the unencrypted fi les were stolen. Ms. Guin sued 
Brazos for breach of contract, breach of fi duciary duty, and 
negligence. 

Th e court granted summary judgment for the defen-
dant mortgage company, fi nding that it was not negligent 
and that the victims who lost data could not demonstrate 
any “damages” as a result of the conduct. Th e court con-
cluded that the defendant had complied with the statu-
tory provisions of the Gramm Leach Bliley Act (GLBA), 
a federal regulation that requires fi nancial institutions 
to protect consumer information, because it had written 
security policies, had current risk assessment reports, and 
had “proper safeguards for its customers’ personal infor-
mation,” therefore meeting the required standard of care.20  

Courts in other data breach cases, such as those in 
Forbes v. Wells Fargo Bank,21 Bell v. Acxiom Corporation,22 
and Key v. DSW,23 have dismissed similar litigation based 
on plaintiff s’ lack of ability to demonstrate damages stem-
ming from the theft or loss of their PII. For example, the 
United States Court of Appeals for the Seventh Circuit 
has held that plaintiff s who only sought damages for 
future credit monitoring and emotional distress did not 
suff er a “compensable damage” under Indiana law for negli-
gence and breach of contract actions.24 

Most recently, in May 2009, a US District Court 
handed a victory to data-breached entities, telling Han-
naford consumers that because they were compensated by 
their banks, they have no basis to sue civilly.25 Following 
the breach described earlier in this article, the company 
was hit with class-action lawsuits alleging breach of 
implied contract, breach of implied warranty, negligence 
and violation of Maine’s Unfair Trade Practices Act. Th e 
judge ruled that without actual and substantial loss of 
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money or property, consumers could not seek damages. 
In the course of coming to its decision, the court solidi-
fi ed the idea that no legal duty exists to provide “perfect” 
security—security obligations will be judged on a reason-
ableness standard instead. 

While civil lawsuits generally contend that a plaintiff  
must have suff ered harm in order to recover from the of-
fending fi rm, regulatory proceedings can focus on merely 
the off ending fi rm’s actions or inactions. For instance, in 
March 2008, ValueClick settled with the FTC for $2.9 
million regarding a lawsuit that alleged negligence in pro-
tecting sensitive data.26 Th e lawsuit stated that ValueClick 
violated its own privacy policy by neglecting to encrypt 
consumers’ private information, as well as failing to fi x 
vulnerabilities to hacker attacks.  
 
Education Incidents
According to the Open Security Foundation, a group that 
tracks publicly reported data breaches, educational institu-
tions were responsible for 25 percent of data breaches in 
2007 and 22 percent in 2008 (see Figure 1).27 Th e same 
data shows that from January 1, 2007, until December 
31, 2008, approximately 224 educational institutions 
experienced data breaches involving 4,351,319 records. 
Combine those statistics with a study conducted by the 
Ponemon Institute28 that found the average cost of a data 
breach was $197 per record, and the potential costs are 
astounding. 

Below are details of several security incidents in the 
education industry within the last few years, including the 
two largest breaches suff ered by educational institutions 
to date. 

University of  California, Los Angeles (UCLA)
In December 2006, the University of California, Los 
Angeles (UCLA) reported a breach resulting from 
a software fl aw that may have compromised more 
than 800,000 records, including names, birth dates, 
and Social Security numbers of current and for-
mer students. UCLA established an informational 
website, Identity Alert Hotline,29 and sent notices 
to all aff ected individuals in the wake of the breach. 
Th e website remains active to date. As of April 2007, 
the investigation into the breach confi rmed Social 
Security numbers for approximately 28,600 people 
were illegally retrieved by the hackers. At the time, 
this breach was the largest ever reported by a US 
university.30 

Chicago Public Schools (CPS)
Chicago Public Schools (CPS) suff ered two signifi -
cant breaches in the past three years. In November 
2006, a contractor sent mailings regarding benefi ts to 
more than 1,700 former CPS employees. Included in 
these mailings was a 125-page packet that included 
the names, addresses, and Social Security numbers of 
the former employees receiving the packets. A former 
teacher that received the mailing subsequently fi led 
a lawsuit against CPS seeking compensation and 
punitive damages.31 In the second incident, which oc-
curred in April 2007, more than 40,000 records were 
breached when two laptops belonging to an account-
ing fi rm hired to audit the CPS pension fund were 
stolen from the CPS central offi  ce.32 

University of  Miami
In this April 2008 incident, the University of Miami 
announced a container carrying backup tapes on 
which nearly 2,100,000 medical records were stored 
was stolen from the truck of the off -site storage fi rm 
used by the university. Th e University of Miami was 
praised by the Wall Street Journal for its immediate 
and effi  cient response, which included hiring an in-

*Source: Open Security Foundation / DataLossDB
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formation technology forensics expert to determine if 
the encrypted information kept on the tapes could be 
accessed, notifying 47,000 individuals whose fi nancial 
information was exposed, and establishing a website 
and an informational call center.33 

Causes of Security Incidents—
Educational Institutions
In 2008, the Campus Computing Project completed its 
annual national survey of information technology issues 
in higher education across the US.34 Senior campus IT 
offi  cials representing 531 two- and four-year colleges and 
universities across the US provided the data. Th e executive 
summary shows the percentage of total security incidents 
suff ered by the colleges and universities 
that were attributable to each type of 
incident during the last four years. Each 
security incident may involve multiple 
diff erent types, thus accounting for the 
variance in the percentage amount. It is 
important to note that the data reported 
by the Campus Computing Project 
includes any threat to IT security, such as 
theft of laptops, not just what it classifi es 
as a security “breach.”35 

Th e Campus Computing Project 
survey is also an important illustration 
of changing technologies. For example, in 
2005, just over 40 percent of campuses reported spyware 
problems compared to 2008, when 15 percent of campus-
es reported spyware problems. Reports of virus infesta-
tion also decreased over that time period. Additionally, 
between 2006 and 2008, the survey reports an increase in 
campus IT security incidents linked to social networking 
sites, which generated little to no breach activity in 2005. 
Incidents linked to social networking sites are not viewed 
as traditional IT security breaches but are likely due to 
cyberstalking or actual stalking that arose from an initial 
viewing on a social networking site.

Risk Management Strategies
Technology and Strategy
It is critical that the technologies educational institu-
tions use conform to their security policies and protocols. 
Unfortunately, highly secure applications often have lesser 

utility given the need to freely exchange information with-
in the collaborative workings of the academic community. 
Th is dynamic, combined with the decentralized nature of 
most large educational institutions, makes enforcement 
of eff ective security extremely diffi  cult. Th ose responsible 
for central IT in an educational environment should make 
every eff ort to be cognizant of how diff erent departments 
are sharing information and what steps, if any, they are 
taking to secure it. 

Contractual Allocation of Risk
As 30 percent of all reported breaches are attributed to ex-
ternal partners, consultants, outsourcers, and contractors, 
it is critical to determine the boundaries of liability when 

any confi dential information is shared 
for business purposes. Th e failure to do 
so can result in confusion and disarray 
when a breach occurs. Even standard 
outsourcing arrangements can cause 
complicated chains of liability when 
multiple layers of subcontractors be-
come involved. Appropriate contractual 
provisions in business agreements and 
outsourced services arrangements can 
mitigate the eff ect of these situations by 
clearly defi ning responsibility, ensuring 
the proper precautions are taken when 
the information is out of the control of 

the educational institution, and limiting the liability of the 
organization in the unfortunate event of a data breach. 
Institutions should work closely with legal counsel and 
insurance advisors to ensure that insurance requirements, 
contractual indemnities, and the institution’s own insur-
ance policies all work in concert. 
 
Insurance Solutions 
Coverage Under Existing Policies

General Liability and Property Policies
All insureds should review their traditional insur-
ance policies to determine the exact scope of coverage 
for data breaches. Changes in 2004 to the Insurance 
Service Organization (ISO) forms, as well as some in-
surance litigation, have limited the coverage available 
under traditional general liability and property forms, 
and exclusions are becoming more common as general 
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liability carriers off er standalone network security and 
privacy policies.  

Other Insurance Policies
Depending upon the facts of the data breach and 
the particular wording of the policies, some cover-
age could exist in various other policies, including 
Commercial Crime Policies, Employment Related 
Practices Policies, Data Processing Policies, Computer 
Fraud Policies, Advertising, or Kidnap and Ransom 
Policies. For instance, if a hacker claims that confi den-
tial information will be distributed on the internet un-
less the insured pays some type of extortion fee, some 
kidnap and ransom policies may provide defense and 
indemnity coverage. In general, such policies were not 
intended to cover privacy and data breaches, however, 
and there are signifi cant coverage gaps in each.

Available Coverage Overview
Security and Privacy Liability insurance, also called Cyber 
Liability or Network Risk, can be designed to respond to 
third party liability and related defense costs and/or the 
insured’s own costs following a data breach. Th e available 
coverage parts are as follows:

Educational institutions considering this coverage 
should note that the Information Asset and Business In-
terruption coverage parts have not been especially relevant 
to the education industry. Th ere are exceptions, however; 
one example is an entity whose primary revenue stream is 
from network/internet activities, such as online universi-
ties. Additionally, there have been few fi rst party claims 
paid by any insurer, and signifi cant hurdles to coverage 
exist, such as waiting periods of six to 18 hours before cov-
erage applies and no coverage for an organization’s internal 
information technology expenses.  

Coverage Features and Exclusions
Each carrier addresses the risks in a diff erent manner, so 
it is essential that the insured review the policy form and 
work with his or her broker to customize it to the institu-
tion’s specifi c exposures. Th e following areas should be 
carefully reviewed:

Policy Trigger
Early versions of network risk policies were tied to 
“network security” breaches and were meant to re-
spond to breaches of the insured’s computer network 
security only. Today’s network risk coverage responds 
to breaches of the security and/or privacy of informa-
tion by online or offl  ine means arising from electronic 
devices not connected to a network, such as laptops, 
personal digital assistants (PDA), data tapes, or 
external hard drives, or from non-electronic incidents, 
including dumpster diving or the theft of paper fi les 
or log books.  

1st Party

 Coverage Part

Covers:

Information Asset Damage to or theft of the insured’s 
information assets from its computer 
system

Business 

Interruption

Lost income suffered as the result of a 
system outage or extended downtime 
due to negligence

Cyber Extortion Extortion threats to commit an 
intentional computer attack against you 

Crisis Management 

/ Identity Theft 

Expenses

Various costs resulting from a security / 
privacy breach

FIGURE 3: FIRST PARTY COVERAGE

3rd Party

 Coverage Part

Covers:

Professional Services 

Coverage

Acts, errors, or omissions in the course of 
providing professional services

Content / Media 

Liability

Personal and advertising injury and 
some intellectual property infringement 
arising out of media content created, 
produced, or disseminated by the 
insured

Network Security 

Liability

Breaches in network security or 
unauthorized access events

Privacy Liability Wrongful disclosure of confi dential 
information

FIGURE 4: THIRD PARTY COVERAGE
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Media Liability
Media liability, which responds to personal and 
advertising injury claims arising from online or print 
media and advertising content, is often included in the 
same policy. Th is serves a dual purpose of expanding 
the Advertising Injury/Personal Injury coverage in the 
insured’s General Liability policy and ensuring that 
data breach-related claims, like invasion of privacy 
and/or publication of private facts, are covered when 
they arise from content. One example would be the 
unintentional publication of a database of student 
names and Social Security numbers on the insured’s 
website. 

Insider Acts Coverage 
Security and privacy policies generally exclude cover-
age for intentional wrongful acts, and some states pro-
hibit such coverage on public policy grounds. A broad 
policy should include a severability provision that 
maintains coverage for the entity even if the wrong-
ful act was committed maliciously by an employee. 
Policies should also provide for coverage and defense 
of insureds facing allegations of intentional wrong-
ful acts until such conduct is established by a fi nal 
adjudication.  

Employee Claimants
As with most third party liability policies, there is an 
insured versus insured exclusion in all security and 
privacy policies. Th e broadest policies now include a 
carveback to cover the entity for claims made by em-
ployees in the event that a breach involves employee 
information.  

Independent Contractors 
Many educational institutions outsource functions 
like billing and data storage to third party vendors. 
Policies should respond on a blanket basis, whether 
the breach is caused by an employee of the insured or 
by an independent contractor operating on behalf of 
the insured.

Regulatory Claims 
Proceedings related to state disclosure laws and 
other government initiated actions can result in both 

defense costs and fi nes or penalties. Defense cost 
coverage is readily available at a sublimit of $250,000 
or less, but some carriers off er full policy limits. 
Coverage for fi nes or penalties is less available, and 
the coverage is only provided to the extent allowable 
under law; many state laws prohibit coverage for 
statutory or regulatory fi nes and penalties as against 
public policy. More recently, some carriers have agreed 
to cover the portion of a penalty that is paid into a 
consumer redress fund from which aff ected individu-
als can recover.  

Identity Theft Mitigation and 
Crisis Management Expenses
Coverage is available for a number of the costs that 
can result from a data breach event. It is important for 
an entity to clarify its priorities in this area, since the 
available limit and scope of coverage diff ers by carrier. 
Covered costs can include consumer notifi cation, pro-
vision of credit monitoring, operation of call centers 
and related identity theft services, or the services of a 
public relations, law, or crisis management fi rm. Carri-
ers impose a variety of sublimits, diff erent retentions, 
and coinsurance provisions to this coverage.  
 
Additional Terms and Conditions
Th ere are many other terms to consider that are not 
unique to network risk policies, such as Choice of 
Counsel, Extended Reporting Period options, “ham-
mer clause,” and prior acts coverage.

Insurance Marketplace and Benchmarking
Th e market for Security and Privacy Liability is rather 
competitive at this time, with favorable risks renewing at 
substantial rate decreases and carriers actively soliciting 
new insureds. However, educational institutions are a dif-
fi cult class of business for underwriters due to a percep-
tion of higher risk. Benchmarking in this area is diffi  cult 
to categorize and not particularly valuable because each 
underwriting situation is based on many diff erent factors, 
such as revenues, student statistics, loss history, informa-
tion security posture, contractual allocation of liability, 
and number or accessibility of data records.   
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Underwriting Process
Th e fi rst step in the underwriting process is the comple-
tion of an application and/or self-assessment. It is essen-
tial that the risk management team engage the appropriate 
information security and privacy personnel in the applica-
tion process to provide complete and accurate informa-
tion. Th e assessment and application process also provides 
an opportunity to critically examine an entity’s informa-
tion risk management strategies. Implementation of best 
practices and due diligence with respect to information 
security and privacy are paramount to obtaining this 
insurance coverage and to maintaining sound risk mitiga-
tion practices.

In conjunction with the base application, a potential 
insured should be prepared to provide the following: 

Copies of privacy policies• 
Standard contracts• 
Outsourced service arrangements• 
Results of any external or internal audits or as-• 
sessments that illustrate the information security 
posture. Examples include Statement on Auditing 
Standard (SAS) 70,36 Payment Card Industry 
Data Security Standard (PCI),37 or International 
Organization for Standardization (ISO) 27001 
(formerly 17-799)38

Details of any security breach incidents and the • 
response to them, as well as any new protocols put 
in place to prevent similar incidents
Financial information and student statistics• 

In addition to an analysis of the standard application 
materials, underwriters will ask targeted questions in 
response to the current environment and the latest breach 
incidents. 

Policies in Action
Neither Aon nor the 10 insurance carriers surveyed for 
this paper have seen signifi cant losses covered by the pur-
chase of Network Risk and Security Insurance by educa-
tional institutions. However, it is still important to deter-
mine where and how the policies would likely respond in 
the event that coverage is purchased and available. Using 
the University of Miami breach, Figure 5 indicates how 
diff erent coverages could be applied. It is important to 
note the description in Figure 5 is merely an indication, not 

a factual discussion of how coverage, if purchased, would 
likely respond.  

Figure 5 assumes that, prior to its April 2008 breach, 
the University of Miami purchased a policy that in-
cluded both fi rst and third party elements with a limit of 
$10,000,000 (certain applicable sublimits would apply) 
and a retention of $500,000; the elements of cover-
age would only respond after the applicable retention is 
exhausted:

1st Party

 Coverage Part

Covers:

Information Asset Coverage would likely respond, allowing 
University of Miami to gather and 
recreate the information stored on the 
lost back-up tapes containing the 2.1 
million records. (Sublimit)

Crisis Management 

/ Identity Theft 

Expenses

Coverage would likely assist with the 
costs of notifying the 47,000 individuals 
whose fi nancial records were exposed, 
setting up the informational call center, 
and even providing credit monitoring if 
the university deemed it necessary to the 
extent the sublimit would allow.

3rd Party

 Coverage Part

Covers:

Network Security 

Liability

If a lawsuit were to be fi led by the 
affected individuals because of the 
breach, coverage would likely respond 
with the defense costs and indemnity if 
assessed. 

Privacy Liability

FIGURE 5: COVERAGE EXAMPLES BASED ON THE 
UNIVERSITY OF MIAMI CASE STUDY

Conclusion
Educational institutions must continue to rise to the 
challenge of maintaining both open access and strong 
information security and privacy, because this dynamic is 
fi rmly embedded in the modern practice of higher educa-
tion, with its reliance on advanced technology. Privacy and 
technology risks are constantly evolving, and the litigious 
nature of our society guarantees that the legal questions 
surrounding the liability arising from these exposures will 
continue evolving indefi nitely. In the meantime, universi-
ties must work to minimize liability through proactive risk 
identifi cation, mitigation, and, if appropriate, risk transfer. 
Th e development of specialized insurance products and 
expertise in this area over the last decade means that even 
entities that have dismissed the narrow coverage of the 
past may benefi t from a fresh look at risk transfer.
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